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Additional notes: ‘

Pﬂ

® Creation of ecosystem using
Kaspersky Lab products such
as KISG+KUMA+KSRW+KICS+
KSC to provide an end-to-end
protection of a production site

® Centralized management of
Kaspersky Lab products via
Kaspersky Security Center

Gateway as a router
(two-way data transmission)

Sending security events
via the Syslog protocol

Safe and secure two-way data
transport of previously
unavailable data for business

Detection of IDS/IPS intrusions
to provide protection from
external threats

CybBerprotection of industrial
equipment, DCS, APCS and
SCADA systems from
cyberattacks when connected
to IT-systems and during

data collection

Data collection ahd transmission
(CME) received from pumps and
well cluster/oil field equipment,
to optimize-energy consumption
and foresee equipments
breakdowns, data transmission
to demilitarized zone

Protection and comprehensive data
collection from processing
equipment to create a digital twin
of a technological process and an
optimal control of a system

Local storage of collected data
(buffering), emergency
data buffer

Secure data collection and
transmission from industrial
equipment to DCS



